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MANGALORE UNIVERSITY 

REGULATIONS GOVERNING POST GRADUATE DIPLOMA PROGRAMME 

IN CYBER SECURITY AND ETHICAL HACKING 

(Framed as per Section 44 (1) ( c ) of K.S.U. Act 2000) 

 

Preamble 

The main aim of   National Education Policy -2020 is to increase the employability skill 
of a student while pursuing any kind of programme of his choice.   It will   provide an 
active link between education system and the industry and provide the skill sets in a job 
oriented specialized programme. 

 Cyber Security awareness is the combination of both knowing and doing something to 
protect information assets.  When an enterprise’s employees are cyber security aware, it 
means they understand what cyber threats are, the potential impact a cyber-attack will 
have on their business and the steps required to reduce risk and prevent cyber -crime 
infiltrating their online workspace.   In all these circumstances Mangalore University has 
proposed to start Post Graduate Diploma in Cyber Security and Ethical Hacking.    

1. Title and Commencement 

1.1  These regulations shall be called “Regulations governing Postgraduate Diploma 

in Cyber security and Ethical Hacking”. 

1.2 These regulations shall come into force from the date of assent of the Chancellor. 

2. Eligibility for Admission 

2.1 Candidates who have passed any Bachelor's Degree examination or an examination 

recognized by the University as equivalent shall be eligible for this Post Graduate 

Diploma Programme. 

2.2 Selection shall be on the basis of merit-cum-reservation and according to the 

Government’s reservation policy existing at the time of implementation. 

2.3 Those who are pursuing any Masters’s degree programme in Mangalore University 
are eligible to pursue this programme as a part time programme along with their 
Master’s programme which will be stretched for 2 years. 

 
2.4 Working professionals can also apply for the programme and pursue it on part time 

basis.  
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3. Duration of the Programme 

One year – full time 

Two years – part time  

 

4. Medium of Instruction 

The medium of instruction and examination shall be English. 

 

5. Attendance 

Each course shall be treated as an independent unit for the purpose of attendance. 

A student shall attend a minimum of 75% of the total instruction hours in a course 

including tutorials and seminars. If the student does not satisfy the above condition, 

he/she shall be required to repeat the programme in a subsequent year. 

 

6. Maximum period for Completion of the Programme 

 

The candidate shall complete the programme within the period prescribed in the 

regulations governing maximum period for completing various degree/diploma 

programmes of Mangalore University. 

 

7. Mode of delivery, Hours of Instruction and Scheme of Examinations 

     The mode of delivery can be one among online or offline or blended modes, whichever  

is suitable at the time of the implementation of a batch.  
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 The details of hour of instruction and the scheme of examination shall be as stated below. 

Courses Instruction 
Hrs. Per 

course/Week 

Duration 
of exam 

(hrs.) 

IA Exam Total Credit 

I Semester 
3 Courses 
(Hard Core) 

 

3x4 3x3 3x30 3x70 3x100 3x4 

2 courses 
(Soft Core) 

2x3 2x3 2x30 2x70 2x100 2x3 

2 Practicals  2x4 2x3 2x30 2x70 2x100 2x2 
Total   210 490 700 22 
II Semester 
3 Courses 
(Hard Core) 
 

3x4 3x3 3x30 3x70 3x100 3x4 

2 courses 
(Soft Core) 

2x3 2x3 2x30 2x70 2x100 2x3 

2 Practicals  2x4 2x3 2x30 2x70 2x100 2x2 
1 Seminar 1x1 - 15 35 50 1x1 
Total   225 525 750 23 

8. Internal Assessment: 

8.1 The Internal assessment marks shall be based on tests and assignments. 

8.2. Marks scored in the internal assessment shall be indicated separately in the Marks 

card. 

8.3 Internal assessment marks of a failed candidate shall be retained and carried 

forward to his/her subsequent examination. 

9. Registering for Examination: 

A candidate shall register for all the courses/papers in the programme when 

he/she appears for the examination for the first time. 
 

10. Minimum for Pass: 

10.1 No candidates shall be declared to have passed in the examination unless he/she 

has obtained not less than 40% marks in the University Examination in each 

Course. Further, the candidate shall have obtained a cumulative of 40% marks 

in examination and internal assessment. 

10.2 There shall be no minimum in respect of internal assessment. 
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10.3 A candidate who fails in any of the theory courses shall reappear in that theory 

course and pass the examination subsequently. 
 

11. Classification of successful candidates: 

11.1 The results of successful candidates shall be classified on the basis of aggregate 

marks obtained. 

 

11.2 The candidates who pass the examinations in the first attempt are eligible for 

ranks provided they secure at least 60%. 
  

 Percentage of marks for declaring class: 

 First class with Distinction     70% and above 

 First Class         60% and above, but less than 70% 

 Second Class                    50% and above, but less than 60% 

 Pass Class         40% and above, but less than 50% 

12. Improvement of Results 

12.1 A candidate may be permitted to improve the results of the whole examination, 

within 30 days after the publication his/her result or 10 days from the date of 

dispatch of his/her Marks cards by the Registrar (E) to the department whichever 

is later, and reappear for improvement. Course-wise improvement shall not be 

permitted. 

12.2 The improvement option shall be exercised only once and the rejection once 

exercised cannot be revoked. 

12.3 Application for improvement along with the payment of prescribed fee shall be 

submitted through the department together with the original statement of marks. 

12.4 The internal assessment marks secured by the candidate during the programme 

shall be carried forward. 

12.5 A Candidate who appears for improvement is eligible only for class and not for 

ranking. 

 

 

(Assented by the Honorable Chancellor on 15.07.2022 as communicated in Government 

letter No.ED 05 UDS 2021 dated 19.09.2022 and notified under Notification 

No.MU/ACC/CR 59/2020-21/A2 dated 18.10.2022) 
 

      

Sd/- 

           REGISTRAR 
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